( -Appl. No. 10/631,890 
Doc. Ref. AH9 



Illllllllllll 

© Publication number: 0 650 1 37 A2 



© EUROPEAN PATENT APPLICATION 

© Application number: 94115779.4 © Int. CI. 6 : G06K 9/68 



@ Date of filing: 06.10.94 



© Priority: 21.10.93 JP 263246/93 


© Applicant: NEC CORPORATION 


© Date of publication of application: 


7-1, Shiba 5-chome 


Minato-ku 


26.04.95 Bulletin 95/17 


Tokyo (JP) 


© Designated Contracting States: 


© Inventor: Hara, Masanori, c/o NEC Security 


DE FR GB 


Syst, Ltd. 




11-5, Shibaura 2-chome, Minato-ku 




Tokyo (JP) 




© Representative: VOSSIUS & PARTNER 




Siebertstrasse 4 




D-81675 MUnchen (DE) 



© An apparatus for fingerprint verification. 




Europaisches Patentamt 
European Patent Office 
Office europeen des brevets 



rs 

CO 



in 

CO 



a. 

UJ 



© Feature points data and quality grade data of 
fingerprint images are stored in a data base with 
register number of each fingerprint as an index for 
access. A verification method dictionary contains dif- 
ferent verification methods for different quality 
grades. A verifier unit refers to the verification meth- 
od dictionary to select a verification method adapted 
for the quality grade of a fingerprint to be compared. 
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This invention relates to an apparatus for fin- 
gerprint verification, and more particularly to a fin- 
gerprint verification apparatus for individual person 
identification, for example, in an access control. 

Fingerprints have been playing important roles 
in person identification, due to their important char- 
acteristics of unchange-ability and uniqueness. Re- 
cently, an automatic fingerprint verification appara- 
tus has been developed using pattern recognition 
technique by a computer. In the automatic appara- 
tus, feature points in a fingerprint are detected, the 
feature points being, for example, end points which 
are terminal points of a ridge line, or bifurcation 
points which are points where two ridge lines meet. 

Accurate extraction of feature points and care- 
ful comparison of feature points data are necessary 
for improving the reliability of verification. Finger- 
print images are often smudged and unclear, and it 
will take a fairly long time to extract feature points 
accurately from these unclear fingerprint images. 

Various proposals have been made for obtain- 
ing reliable result of verification in a reduced pro- 
cessing time. When fingerprint verification is used 
for access control, a fingerprint which is referred in 
a comparison is previously registered in a data 
base. A fingerprint to be verified is input through a 
same fingerprint image input unit through which the 
fingerprint in the data base is input. Although the 
same fingerprint image input unit is used for all the 
fingerprints to be verified, there are a wide variety 
in ality grade in the input images. This variety of 
quality grade of images seems to be inherent to 
surface conditions of a finger, and the quality grade 
of a fingerprint will not change for changed in- 
stances of input. 

There have been proposals to use this quality 
grade of images for verification of a fingerprint. A 
Japanese patent application entitled "An apparatus 
for person identification by his fingerprint" which 
was laid open under a Provisional Publication No. 
1 50781 /'88, discloses an apparatus for measuring 
resolution of a fingerprint image, and storing the 
measured value of resolution in the data base. 
When data of a fingerprint are read out for a 
reference of comparison from the data base, the 
resolution is also read out, and the scanning rate of 
a fingerprint image under verification is determined 
in accordance with the value of resolution, thus 
avoiding unnecessary fine scanning for an image 
having a low grade resolution. 

Another Japanese patent application entitled "A 
method of fingerprint verification" which was laid 
open under a Provisional Publication No. 
127192/ , 91 1 discloses a method for measuring 
ridge line pitch of a fingerprint image, and storing 
the measured value of the pitch in the data base. 
This pitch is used for determining the scanning rate 
of a fingerprint image, the data of which is to be 



compared to that in the data base, thus avoiding 
unnecessary fine scanning for an image having a 
large ridge line pitch. 

In another Japanese patent application entitled 

5 "An apparatus for person identification" which was 
laid open under a Provisional Publication No. 
211184/'89, two images of a fingerprint are input 
when registering the fingerprint in the data base. 
Degree of similarity between these two images are 

10 measured, and the measured degree is also stored 
in the data base. When the data of a fingerprint are 
read out from the data base, the stored degree of 
similarity of the fingerprint is also read out to be 
used for determining a threshold value of compari- 

15 son. Thus, an adequate threshold value is deter- 
mined for verification. 

In all these prior arts as disclosed under Provi- 
sional Publications No. 1 59781 PQQ, No. 1271 29^91 , 
and No. 211184/ , 89, quality grade information is 

20 used for improving only a limited process of ver- 
ification. In the prior arts disclosed under Provi- 
sional Publications No. 159781/ l 88 and No. 
127129/ f 91, only scanning rates are altered in ac- 
cordance with the quality grade, and in the prior art 

25 disclosed under a Provisional Publication No. 
2111847*89, only the threshold value of verification 
is changed in accordance with the quality grade. 
Other processes of verification are executed in a 
same way for an image of a high quality and for an 

30 image of a low quality. In general, there are pro- 
cesses necessary for an image of high quality and 
unnecessary for an image of low quality, and pro- 
cesses necessary for an image of low quality and 
unnecessary for an image of high quality. In all 

35 these prior arts described, it will be said that most 
of these unnecessary processes are not eliminated, 
and the verification of a fingerprint takes unnec- 
essary long time. 

Therefore, a primary object of this invention is 

40 to provide a fingerprint verification apparatus 
wherein a substantially different means for com- 
parison is used for different quality grade. 

In an embodiment of this invention, an appara- 
tus for fingerprint verification comprising a data 

45 base wherein feature points data of fingerprints to 
be verified are registered with respective register 
number of each fingerprint as an index for access, 

a register number input unit for generating the 
register number of a fingerprint to be compared, 

so a fingerprint image input unit for generating a 
fingerprint image of the fingerprint to be compared, 
a feature points extraction unit for extracting 
feature points data of the fingerprint image from 
the fingerprint image input unit, and 

55 a verifier unit for comparing the extracted fea- 

ture points data and the feature points data read 
out from the data base accessed by the register 
number from the register number input unit; char- 
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acterized in that: 

quality grade data of fingerprints to be verified 
are further registered in the data base with respec- 
tive register number of fingerprint as an index for 
access, 

there are further provided with a verification 
method dictionary wherein different verification 
methods are assigned for different quality grade 
data, and the verifier unit refers to the verification 
method dictionary by the quality grade data read 
out from the data base to determine the verification 
method for the fingerprint to be compared. 

Further objects, features, and advantages of 
this invention will become apparent from a consid- 
eration of the following description, the appended 
claims, and the accompanying drawings in which 
the same numerals indicate the same or the cor- 
responding parts. 

Fig. 1 shows a block diagram of an embodi- 
ment of this invention. 

Rg. 2 shows a flow chart of registering refer- 
ence data in a data base of this invention. 

Fig. 3 shows a flow chart of verification in this 
invention. 

Fig. 4 shows an example of feature points data 
of a fingerprint. 

Figs. 5(a), (b) show another example of feature 
points data of a fingerprint. 

Fig. 6 shows an example of a verification dic- 
tionary shown in Fig. 1. 

Referring to Fig. 1, an apparatus for fingerprint 
verification of this invention comprises a fingerprint 
image input unit 1 for converting a fingerprint pic- 
ture to electrical signals, a register number input 
unit 2 which is a keyboard input unit, a data pro- 
cessor 3 for processing input data, and an output 
unit 4 for delivering the result of verification. 

The processor 3 is usually constituted by a 
program control of a CPU and associated memo- 
ries. The controller 31 includes the CPU, program 
memories and the working memories. A fingerprint 
image data from the fingerprint image input unit 1 
is temporarily stored in a first buffer memory in the 
controller 31 . 

A feature points extraction unit 32 which is a 
function of the processor 3, extracts feature points 
data used for verification from the fingerprint image 
stored in the first buffer memory. A quality grade 
extraction unit 33 which is another function of the 
processor 3 extracts a quality grade data from the 
same fingerprint image. A data base 34 is a mem- 
ory for storing feature points data extracted at the 
feature points extraction unit 32 and the quality 
grade data extracted at the quality grade extraction 
unit 33, with a register number from the register 
number input key 2 as an index for access. 

A verification method dictionary 35 is a mem- 
ory wherein different verification processes are 



stored for different quality grade. A verifier unit 36 
which is a function of the processor 3 compares 
feature points data extracted at the feature points 
extraction unit 32 to corresponding feature points 
5 data stored in the data base 34 by a verification 
process read out from the verification dictionary 35 
in accordance with the quality grade of the finger- 
print image. 

Referring to Fig. 2, a process for storing filed 

w data of fingerprints in the data base 34 is ex- 
plained. At step A1, a fingerprint image is input 
from the fingerprint image input unit 1 to the first 
buffer memory in the controller 31, and a register 
number of the fingerprint image is keyed-in from 

15 the register number input unit 2 to a second buffer 
memory in the controller 31. 

At step A2, the feature points extraction unit 32 
extracts feature points data of the image stored in 
the first buffer memory, and stores the extracted 

20 data in a third buffer memory in the controller 31 . 

An example of feature points data is shown in 
Fig. 4. Solid lines in Fig. 4 represent ridge lines, 
and an end point where a ridge line is terminated, 
and a bifurcation point where two ridge lines meet 

25 are feature points, and for an x-y rectangular co- 
ordinates, position(X, Y) of a feature point and a 
direction(D) of a feature point which is represented 
by the direction of the ridge line at the feature point 
are data of a feature point. 

30 Figs. 5 show another example of feature points 
data. In the Publication of the Japanese Patent 
Application No. 12674/ , 85 entitled "An apparatus 
for extracting pattern feature", feature points data 
of Figs. 5 and the extraction apparatus are dis- 

35 closed. 

In Fig. 5(a), M is a feature point of attention, 
and ml, m2, m3, m4 are neighboring feature 
points. In addition to coordinates position and the 
direction of the feature point M, number of ridge 

40 lines crossed by vectors M-m1, M-m2, M-m3, M- 
m4 are supplemented as feature points data of the 
fingerprint. These feature points data are described 
as shown by Fig. 5(b). In Fig. 5(b), X,Y,D are the 
coordinates position and the direction of the feature 

45 point M, and R1 , R2, R3, R4 represents number of 
ridge lines r1 , r2, r3, r4 crossed by vectors starting 
from M and ending at ml, m2, m3, m4 respec- 
tively. Ri is called the Relation between M and mi. 
Now returning to Fig. 2, the quality grade ex- 

50 traction unit 33 extracts quality grade data from the 
fingerprint image stored in the first buffer memory 
in the controller 31 at step A3. 

In the Publication of a Japanese Patent Ap- 
plication No. 27945/ , 84 entitled "An apparatus for 

55 ridge line direction determination", a fingerprint im- 
age is subdivided into plural subregions, and for 
each subregion, ridge line direction is determined 
from direction dependent density distribution in the 
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subregion. When the density distribution in a sub- 
region is disturbed by noise, the direction depen- 
dency is deteriorated and it will become difficult to 
determine ridge line direction of the subregion. 

Therefore, a ratio of the number of subregions 
where ridge line direction is undeterminable to the 
total number of subregions, will be a measure of 
quality grade of the fingerprint image. 

The extracted quality grade is classified, for 
example, as high, medium and low, and is stored in 
a fourth buffer memory in the controller 31 . 

In many cases, the feature points extraction 
unit 32 determines ridge line directions of sub- 
regions for the purpose of feature points extraction. 
In these cases, the feature points extraction unit 32 
can provide the quality grade extraction unit 33 
with ridge line directions data. The quality grade 
extraction unit 33 extracts the quality grade from 
the ridge line directions of subregions provided by 
the feature points extraction unit 32. 

In this way, processing time of the quality 
grade extraction unit 33 can be reduced. 

At step A4, the controller 31 transfers the con- 
tents of the third buffer memory and the fourth 
buffer memory into the data base 34 with the 
register number in the second buffer memory as 
an index for access to these data in the data base 

34. And at step A5, the controller 31 displays the 
result of registration as normal ending or as ab- 
normal ending on the output unit 4. 

For all the fingerprints to be registered, steps 
from A1 to A5 are repeated. 

Referring now to Fig. 3. a verification process 
will be described. Step B1 is the same with the 
step A1, and the fingerprint image to be verified is 
stored in the first buffer memory, and the register 
number of the fingerprint is keyed-in to the second 
buffer memory from the register number input unit 
2. At step B2, the data base 34 is accessed by the 
register number stored in the second buffer mem- 
ory, and the quality grade data of the fingerprint 
image are read out on the fourth buffer memory, 
while the feature points data are read out on a fifth 
buffer memory in the controller 31. 

At step B3, the verification method dictionary 
35 is referred by the contents of the fourth buffer 
memory(quality grade data). Fig. 6 shows an exam- 
ple of contents of the verification method dictionary 

35, where feature points extraction area(LxH) and 
data for verification method are stored with clas- 
sified quality grade data(high, medium, low)as an 
index for access. When the quality grade is low, 
larger areas must be compared, and more com- 
plicated data and method must be used for com- 
parison. 

In an example of Fig. 6, when the quality grade 
data is in class 1(A-High), the feature points are 
extracted from an area of 1 2.8mm x 12.8mm, and 



these feature points data are verified by compari- 
son of ridge line directions; when the quality is in 
class 2(B-Medium), feature points are extracted 
from an area of 1 9.4mm x 19.4mm, and these fea- 

5 ture points data are verified by comparison of fea- 
ture points data(not including the Relations); and 
when the quality is in class 3(C-Low), feature points 
are extracted from an area of 25.6mm x 25.6mm, 
and these feature points data are verified by com- 

w parison of feature points data including the Rela- 
tions. 

At step B4, the feature points extraction unit 32 
extracts feature points data which are necessary for 
verification method read out from the verification 

15 method dictionary 6, and stores the data in the 
third buffer memory of the controller 31 . 

At step B5, data in the third buffer memory are 
compared to those in the fifth buffer memory by 
the verifier unit 36 according to the verification 

20 method determined with reference to the verifica- 
tion method dictionary 35 by the quality grade of 
the fingerprint image. The verification methods for 
the verifier unit 36 are stored in the program mem- 
ory in the controller 31 , and a verification method is 

25 selected in accordance with data in the fourth buff- 
er memory in the controller 31. 

These verification methods have heretofore 
been well known. For example, a Japanese Patent 
Application which was laid open as a Provisional 

30 Publication No. 142676/ , 84 discloses a verification 
process using ridge line directions, and a Japanese 
Patent Application which was laid open as a Provi- 
sional Publication No. 24675/ , 81 discloses a ver- 
ification process using feature points and the Rela- 

35 tions. 

At step B6, result of the verification is output to 
the output unit 4. When similarity of the two data in 
the third and in the fifth buffer memory is found to 
be larger than a predetermined threshold value, the 

40 two data are recognized as identical. 

As mentioned in a foregoing paragraph, the 
principle of this invention is in the fact that quality 
grade of a fingerprint image does not change by 
occasions of input. In general, the time required for 

45 verification will become larger when verification 
process is made more complex for increasing re- 
liability of verification. But, for a fingerprint image 
having a high grade of quality, a simple verification 
method can obtain a reliable verification result. And 

50 in a fingerprint verification apparatus used for in- 
dividual person identification, the registered finger- 
print data are known before comparison. Therefore, 
when the quality grade of the fingerprint image is 
determined at the time of registration, a verification 

55 process which is most adapted to the quality grade 
of the image can be selected in order to decrease 
the time of verification without decreasing the re- 
liability of the verification. 
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Heretofore, this invention has been described 
on preferred embodiments, but it must be noted 
that this invention is not limited by these embodi- 
ments. For example, registered fingerprints data 
are stored in the data base 34 of the data proces- 
sor 3. But, the registered fingerprints data may be 
stored in such a portable memory as a magnetic 
stripe card or an IC card. 

And in another modification, a process for en- 
hancing fingerprint image may be performed, and 
degree of enhance may be changed in accordance 
with quality grade of the fingerprint image. In this 
enhance, a complex process, for example, ridge 
line extraction process using a directional filter in a 
direction of a ridge line, is used for a fingerprint 
image of a low quality grade, and a simple pro- 
cess, such as a histogram smoothing process is 
used for a fingerprint image of high quality grade in 
order to reduce processing time. 

When the process for enhancing fingerprint 
image is used, an item of image enhance is sup- 
plemented in the verification method dictionary 35. 
The ridge line extraction process using a direc- 
tional filter is disclosed in detail in a Japanese 
Patent Application which is laid open as a Provi- 
sional Publication No. 77138/ f 76. 

For another example of data for verification in 
the verification method dictionary 35, the threshold 
values of similarity in comparison may be changed 
in accordance with the quality grade of the finger- 
print image. For example, allowable ranges of posi- 
tions of feature points are made larger for an image 
of low quality to match distorted fingerprint, while 
these allowable ranges are made smaller for an 
image of high quality to decrease the time of 
comparison. 

As described in a foregoing paragraph, an 
average time required for verification is decreased 
by this invention with no sacrifice on the accuracy 
of the verification. 

Claims 

1. An apparatus for fingerprint verification com- 
prising: 

a data base (34) wherein feature points 
data of fingerprints to be verified are registered 
with respective register number of each finger- 
print as an index for access, 

a register number input unit (2) for gen- 
erating the register number of a fingerprint to 
be compared, 

a fingerprint image input unit (1) for gen- 
erating a fingerprint image of said fingerprint to 
be compared, 

a feature points extraction unit (32) for 
extracting feature points data of said fingerprint 
image from said fingerprint image input unit, 



and 

a verifier unit (36) for comparing said fea- 
ture points data and the feature points data 
read out from said data base accessed by said 
5 register number from said register number in- 

put unit; characterized in that: 

quality grade data of fingerprints to be 
verified are further registered in said data base 
with respective register number of fingerprint 
io as an index for access, 

there are further provided a verification 
method dictionary (35) wherein different ver- 
ification methods are assigned for different 
quality grade data, and said verifier unit refers 
15 to said verification method dictionary by the 

quality grade data read out from said data 
base to determine the verification method for 
said fingerprint to be compared. 

20 2. An apparatus for fingerprint verification of 
claim 1, wherein a quality grade extraction unit 
(33) is further provided with for extracting qual- 
ity grade of a fingerprint image; and said fin- 
gerprint image input unit, said register number 

25 input unit, said feature points extraction unit, 

and said quality grade extraction unit are used 
for registering feature points data and quality 
grade data in said data base. 

30 3. An apparatus of claim 1 or 2, wherein said 
verification method dictionary contains different 
size of area from which feature points data are 
to be extracted for different quality grade of 
the fingerprint. 

35 

4. An apparatus of claim 1 , 2, or 3, wherein said 
verification method dictionary contains different 
data of verification for different quality grade of 
the fingerprint. 

40 

5. An apparatus of any one of claims 1 to 4, 
wherein said verification method dictionary 
contains different allowable range for compari- 
son of different quality grade of the fingerprint. 

45 

6. An apparatus of any one of claims 1 to 5, 
wherein said verification method dictionary 
contains different process of enhance of ridge 
lines of different quality grade of the finger- 
so print. 
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FIG.2 
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FIG.3 
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